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A001 Informed Medical Breech 

Health and Safety Code Section 1260.i 5 (b)(2), 
" A oUnlc, hea)th ~cllity, agenoy, or hospice shall 
also report any unlawful or unautho~ access 
to, or use or disclosure of, a patient's medical 
Information to 'the mtect&d patient or the patient's 
representative at the last known address, no later 
than five business days after the unlawful or 
unauthorized access, use, or dlscfosure has been 
detected by the clinic, health facility, agency, or 
hospice..~ · 

The CDPl'i verified that the facitlty Informed the 
affected patient(s) or th~ patient's 
representattve(s) oftHe unlawful or unauthorized 
access, use or disclosure o1 the pat1eot's medi~ 
inforrnatlon. 
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AOOO Initial Comment AOOO 

The fullowlng reflects the findings of the California 
'Department of Publio Health during the 
investigation of an entity reported Incident 
conduated on 8/12/13 to 8~3. 

For Entity Reported Incident CA00335411 
regarding Stare Monitoring, Privacy Brea.oh, a 
State deficiency was Identified (see Ca!lfornla 
Health and Safety Code 1280.16(a)). 

Inspection was fimited to the entity reporttxl 
Incident Investigated and does.not represent1he 
findings of a full lns~ction of the hospital. 

Representlng the Calffoml.a. Department of Pubno 
Health was 28767, Health Facll!ties Evaluator · 
Nurse. 

PROVIOE~SPLAHOFCORAECTION 
(EACH CORAECTIVEACilON SHO\JLD Be 

CRoss-REFERENOEOTI)THEAPPROPR~~ 

J 
DEFiclENCY) 

~aration and/or execution oftlie 
plan ofcorroction does not 
constitute admission or agreement 
by the provider of the truth or the 
fac1ll alleged or conclns.lon set fur 
on the Statement of Deficiencies. 

,,. This Plan ofCmrection is prepared 
end/or executed solely because it la 
required by stare law. 

This was an isolated and limited 
occUireD.ce where a physician 
inadvertently failed to remove 
patient llllil\e and medical record 
nUlllbtr (demographic information) 
on two radiology images when 
sending tho images to his publisher 
for inclusion in a medical tllldbook 
chapter that 1he physician authored. · 
The images were sent with his draft 

'teXt to the publisher and were never 
published, disclosed, viewed or 
accessed by anyone other thnn very 
l.im.itcd staff involml in formatting 
the textbook chapter. These 
individuals do not review text 
content, but ra'lher edit the text to 
conform with the textbook layout 
and likely were not a.ware of the 
identifying information contained. 
lo the images. Although the . 
hospital docs notTCaSOll1!.bly 
believe that the publisher accessed 
the patient identi:fiem on the images 
in a manner that would have been 
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A017 Continued From page 1 A017 recognized or recalled, the hospital 

A017 12S0.15(a) Health &SafetyCode 12ao A017 
notified CDPH and the patients in 
an abundence ofcaution. It Wli.S 

(a) A cllnlo, health fa.cirrty, home health agency, or the physician who noticed the 

ho5pioo Ucensed purauant to SectiOn 1204. demographic i.nfurote.tion on the 
1250, 1725, or 1745 shal prevent unlawful or ima.ge11 when the publisher sent the 

·unauthorized access to, and use or disclosure of, formatted dJaft chapter back to the 
patlerrts' medical Information, as defloed in physician for approval. The 
subdivision {g) of Section·56.05 of the Civil Code physician takes patient privacy very
and consistent with Section 130203. The 
department, after Investigation, may assess an 
admlnlstratlve penalty for a violation of this 
section of up to twentywflvethousaod dollars 
($25,000) per patient whose medloal Information 

seriolllily and immediately reported 
the occurrence to the Privacy 
Office upon realizing that the 
patient names were on the images. 

was unlawtully or' Wfthout' authorization accessed, Additionally upon learning oftbc 

used, or disclosed, and up to seventeen occummce, he took prompt action 
thousand flve hundred dollars ($17,500) per to remove the idcn:l:i.fiable images 
subset}uent ocoorrenoe of unlawful or from the publisher. ID his teaching
unauthorized aocess, us9. or disclosUre of that 
patients' medical information, For purposes of the 
investigation, the department shall oonslder'lfle 

and publishing capacity, the 
physician proactively and routinely 

clinic's, health facility's. agency's, or hospice's exercises safeguards to protect 
history of compliance with this section and other p<itient privacy, such as dc

·related state and federal staMes and regulations, identifying patient information 
the extent to which the facility detected violaifons when publishing, which has been 
and took preventatlve·actlon fn immediately lrls practice for over twenty years. 
eorrect and prevent past Violations from recurring, 
and factors outside Its control that restricted the 
faclllty's ability to comply With this sectlon. The 
department $hall have full discretion to consider 

There have been no previous 
occum:nces of demographic 
information not being removed 

a1J factors when detenninintJ the amount Of an ftom images when publishing. 

administraWe penally Pl.Jrsuant to this section. 
There is DO evidence that anyone 
out8ide the ho~pi:tal reviewed the 
content of tho textbook chapter as 
the publisher was in possCSllion of 

'fhis Statute is not met as evidenced by: 
BM~ on Interview and record review the hospital 
failed to protect the right for oontlciential medical 
treatment for two of two sampled patients (1, 2}. 
Flndlngs: 

the document for fonnatting 
purposes only. The infollllation 
was in a OODtrolled cnvirorunent 
witb the publisher and the textbook 
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A017 Continued From page 2 

On 12/7/12, the California Department of Public 
Health reoolved a faxed report1rom the hospital 
ohlef privacy officer which indicated the hospital 
Identified a potentlat breach of patients~ health 
Information. 

On 8/12/1 Sduring an lntelVfew with the pn"vacy 
officer\ sha stated both Patient 1 and Patient ~ 
11ad received outpatient oncology (cancer) 

A017 chapter was nevec publically 
available end WllS not published 
with thti identifiable infunnation. 
The tel(tbook cliapter was in draft 
form end publisbera take cxtemrive 
safeguards to limit access to draft 
publicatioru1 in an effort to protect 
their publishing int.crests. The 
publishrr had restricted access to 
tho textbook chapter, limited to 

trea1Jnent at the hospital. 

Ourfng a telephone Interview on 8/'22/13 at $:30 
p.m. with PhysicianA (MO A), he stated ha was 
xvriting a chapter fora textbook In November 
2011. When submitting his work to the publisher 
he Inadvertently .submitted X-ray Images of two of 
his patiehts (Patient 1 and Patient 2) without 
removing their names from the tmages. MD A 
furthersta.ted he was made aware of.1fleabove 
patient disclosure approximately one year later 

those editors formatting it for the 
teidbook. There is no indication 
that anyODo else viewed tho 
textbook chapter. 

Pursuant to policiea and protocols, 
the provider took prompt action 
after learning ofthe incident, 
including a oomp1ete and thorough 
investigation and !>teps to mitigate, 

(November 2012) before the text book was 
published. MO A stated medical fnfonnatlon for 
Patient 1 a.nd Patient 2 was <fiselosad to the 
publishing company and thelr editing associates. 

On 8/W13 ~t 4 p .m. review of the material sent 
to tha publisher l!lQlcated the disclosed medical 
Information for Patient 1 and Patient 2 included 
the patienis' names, ages, and rnedioal 
diagnoses. • 

including sanctio.ns.. The provider 
fa not aware of1U1Y harm caused to 
patients as aremlt of this incident 

The followln: Safeguard! were In 
placeJld!J!. to the incident; 

Policies; 

HIP.AA ~andDisclosure of 
ProtectedHe_alth leformati.on 
Policy H-14: Appendix A:. "De
ldmtified Health Information 
Under HIPAA: Health. information 
is considered d1;1-ideqtified ifeither 
identifiers are removed or an expert 

ucen!llng and Certlflcatlon DM&1on 
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determines that the risk of 
identifica!ion is low.~ 

• HJPAA Identifiers: Anonymizfng 
Data Gufdelme: " ..• PHI can be 
aoonymized such that it is no 
longe.r CONidcred "protected", and 
can therefore be released without 
llilrm. You can 1111onymize such 
data by removing all 18 HIPAA 
identifiers.." 

• HIPAA: Internal Access to 
ProtectedHealth In/ormatflJn: • 
"Workforce members receiving 
PEil are responsible for ensuring 
1hat the info11Dation is safeguarded 
while in their possession." 

• "HIPAA.: Use and Discfosure of 
Protected Health litformatlon: 
"The indivi.d118l or his/lier personal 
representative must authorire the 
use or disclosure ofPHI, exoept as 
pennitted or required by law." 

• HIP.AA: Defirrltions Policy:" De.
identified Information: Health 
information 1hat cannot be used !D 
identify an individual." 

Training: 

• Physician received privacy and 
security training that included de
identifying patient medical 
infonna.tion. 

llosl'lSlrig and n Ll<VlSlon -STATE FOAM 4lQXl1 

CALIFORNIA DEPARTMENT 
OF PUBLIC HEALTH 

HAR I, 2014 
l&CDMSION 

SAN JOSE 



PAINTED: 02/06/2014 
FORMAPPR.OVEO 

California JM:martment of Public Health 
.STATEMENT OF DEFICIENCIES (X1) PROVlDERISUPPUER/CUA QC2) MULTIPLE: OONSffiUOTION (X3J DATE SURVEY 
AND PLAN OF CORRECTION IDENTIFlCATION NUMBER: OOM?l.ETEDA. BUllDlNG; ________ 

c 
B.WlNG OB/22J2013 

NAMEOFPROVIOERORSUPFUER STREETADDRE~S, CITY, S'TATE, ZIP cooe 
300 PASTEUR DRIVESTANFORD HOSPITAL 

.STANFORD, CA 94305 
SUMMARY ST,b.TEMENT OF OEFIOIENCES(X4) IO PROVIDER'SPl.ANOFCORRECllON10 (X!)

{l:AcH b&loJENCY M0$1 ~e: Pl'IEC!:DED BY FUU. (EAOll CORREOTJVEAOTION SHOULO BE COMPtmPREFIX PREFO< 
DATli.RE<3Ul.ATORY OR LSO !DE:NT"IFW>l.G INFORMATION) GROSS.REFERENCED TO lliEAPPROPRIAICTAG TAG 

D&ICIENCY} 

A017 A017 

" 

flan of Cgrrection; 

The hospital proactively protects 
tho confidentiality and privacy of 
all patient information and provides 
training to woTkforce members on 
its prlvacy pollcles. In a continual 
effort to improve its Privooy 
Assurance Program, tho hospital 
will fe'View its existing policies and 
procedural controls th.at pertain to 
safeguards for de-identifying 
information fur publishing 
purposes and will continue to issue 
periodfo remind~ and awareness 
posters specific to de-identifying 
patient Information. 

For patient& affected by the 
incident: 

The provider notified the two 
patients who were affected by this 
incident Patients were provided 

with a contact name and number to 
call the provider with any 
questions. (12/6/2012). To date 
(fourteen months after the 
incident). neither patient has 
contacted the hospital with 
questions or concerns regarding 
this incident and the hospital is 
unaware of any harm caused the 
patients by the Incident. 
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For other patients ba'ring the 
potential to be affected by a 
similar incident: 

For other patients having the 
potential to be affected by a similar 
incident, the provider will review 
existing policies wtd proo00ural 
CQDttols to identify whae controls 
may be enhanced and has 
Implemented meBSUres and 
systematic changes (as described 
below) to prevent recurrence, 

Immediate measures to prevent 
recurrence: 

A. Physician immodiately notified 
publisher and dim;ted to 
immediately return proofu to the 
physician end delete from the 
publisher's system.. (1112012) 

B. The information was not disclosed 
beyond the publisher's limited 
editorial slllff and was never 
published. (1112012) 

C. D&-identifi.ed :revisions were 
submitted to tbo publisher. 
(1212012) 

D. The physician was re-trained and 
counseled to prevent recurrence of 
a similar incident. (11/30/12, 
12/3/12, 1216112, 12/10/12, 
12/ll/12, 12112/12) 
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A017 A017 B. Discussion at departmental faculty 
meeting regarding 00.identifying 
patient medical information and 
:publishing. {12112) 

F. Revised training to include 
detailed information on the 
importance ofde·identifying 

patient information with 
clarification on how to do-identify 
iuflmnation and retrained the 
workforce at the hospital and 
School of Medicine. (August 2013) 

0. Posted article on bosp.ita) Intranet 
site specific to instructions for de. 
identifying patient information 
.(August 2013) 

H. Privacy Aw111eness campaign 
included specific infomultion 
reinforcing policy safeguards on 
de--identification stmtdlltds for 
patient infonna.tion which was 
widely disseminated throughout the 
hospital. (December 2013) 

I. The provider regularly evaluates 
and strengthens its privacy and 
infuanation security programs for 
the protection ofthe medical 
information of the patienllJ jt 
serves. 
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Mooitori,ng performance to ensure 
corrections are achieved and sustained 

(Revised March S, 2014) 

I) On a quarterly basis, the physician in 
question will attest in writing to the 
Stanford University Privacy Office, that 
the Physician not submitted any 
radiographic images for any textbook 
submissions or that if a submission has 
been made that prior to the submission it 

: was reviewed by the Stanford University 
Privacy Office. 

2) Following a request from the Dean to 11.dd 
"De-Identification of Manuscripts and/or 
Publications" to each School of Medicine 
Medical Department's agenda, the 
Stanford Univeniity Privacy Office will 
oonfum that the topic was addressed by 
each Medical Department. 

3) The Stanford University Privacy Office 
and the hospital Privacy Office will 
oollaborat.e to distribute to the medical 
departments on a bi-annual basis privacy 
awareness flyers that address the 
following information privacy topics: 
a. Minimum Necessary 
b. De-identification 
c. Safeguards 

4) The Stanford University Privacy Officer 
will facilitate the distribution of written 
reminders sent by the School of Medicine 
Dean to the faculty concerning de
identification as it applies to publications. 

5) A quarterly report of the monitoring 
results will be submitted to the Privacy 
Governance Council for a period of one 
year. 
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